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EngageOne Content Author is part of Precisely EngageOne
Compose and this Service Pack 11 release of Content Author
6.6 contains fixes to certain reported issues. Software and
associated documentation is provided as a download.

For the protection of our customers, Precisely does not disclose,
discuss or confirm security issues. Keeping your software up to
date is one of the most important things you can do to maintain
your environment’s security. Precisely strongly encourages
customers to stay current by upgrading to the latest release for
EngageOne Compose Content Author.
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EngageOne Compose Content Author

Release content

Software and associated documentation is provided as a download.

Changes in this release

This release of EngageOne Content Author 6.6 Service Pack 11 contains all cumulative issue fixes
to date.

Please refer to sections Fixed issues in this release on page 11 and Changes in Previous 6.6
releases on page 15 for details.

Installer changes

» The release media root Setup.hta is withdrawn from this release. The Content Author Administration
Client and Configuration Tool should be installed using the release media's
\install\setup-content-author.exe

» Content Author applications and dynamic link libraries are digitally signed to ensure the release
material is authentic and has not been tampered with.

Installation prerequisite updates

This release introduces new versions of the following prerequisite Microsoft components and new
behavior thus:

e Microsoft Visual C++ Redistributable 2015 — 2019

This will upgrade any previous version of this component, or installs this component if not previously
installed and requires a reboot.

* Note that this Microsoft component update triggers any pending Windows updates installation,
which then involves further reboots and as a result, this will remove the Resume part of the
Content Author installation.

* It is therefore recommended to install any pending Windows Updates before starting the Content
Author installation process to speed up the installation and have a seamless Resume on reboot
installation experience.
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* Microsoft .NET Framework 4.8 Full

» This Microsoft component requires a reboot that will trigger Microsoft's .NET optimization process
following the reboot, which can take several minutes.

* Please be patient while the .NET Optimization process (visible in the High CPU activity in Task
Manager) completes and then resumes the Content Author installation when prompted.

Additional logging information added for TTF and OTF font usage

In this release Content Author publish logs now contain additional TTF and OTF Font name details
when the following Windows 64 Bit Operating System Registry entry is enabled

[HKEY LOCAL_MACHINE\SOFTWARE\Wow6432Node\Groupl\DOC1l Series]
"AddDesignMetricsFontNameTracing"="1"

Note: Additional Font name tracing is not available for Type1 Fonts.

The TTF/OTF additional Font Name tracing is available in the AddDesignMetrics section of the
publish log, available within:

Windir$\Temp\RPKBuilder

Security updates and bug fixes

Security findings in EngageOne Content Author have been remediated.

| ocalization

Content Author is available in English and German only.

Security

License file

An XML license file controls the functions and features that are available with Content Author software.
Your XML license file information will be supplied to you (separately from other release material)
typically as an e-mail attachment.

You will be required to supply your license file as part of the various installation processes.
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Should you experience any difficulties with your license file, please contact your Content Author
supplier.
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Compatibility

General

Messages generated using EngageOne Content Author can not be used with applications created
with an earlier version of Designer.

Designer 5.4 and later applications can be used for previewing in this version of EngageOne Content
Author.

When upgrading Content Author from an earlier 6.x version to this release, you must have Microsoft
Internet Information Services (I1S) installed in order for the earlier version to be uninstalled. It can
then be removed after the upgrade if it is not otherwise required.

Content Editor

The earlier editor versions, e.g. 6.6.10 are not supported with this version of Content Author. You
are advised to uninstall any earlier editor version before the installation of your chosen editor.

Upgrading from previous versions / earlier Windows Operating systems

Successive updates to fonts in current Windows Operating systems (Windows 10, Windows Server
2016 / 2019) have made the True Type (.TTF) Font files supplied by Windows:

« Significantly larger
» Have significant line spacing differences

compared to those supplied with earlier Windows Versions.

It is important to note that:

» Message Content may alter / not be placed due to the updated font spacing and that this will be
reflected in republished Generate output.

» Generate Output size will be significantly larger and may impact Generate performance compared
to that obtained using earlier Operating System font versions.

Suggested actions:
» Update font references to use stable fonts supplied by a third party (non-Windows) font vendor
«-OR-

* Investigate if the Designer Message Stream (Dynamic size) placement of the Content Author
message is suitable for your Message content instead of the fixed size Message Box feature.

EngageOne 6.6 Service Pack 11 Content Author Release Notes 5



EngageOne Compose Content Author

EngageOne Server

The sample rate feature in Content Author is not supported by EngageOne Server.

Environment file

Information about message areas, data fields and signals is made available to Designer via the
Content Author environment file which must be imported into Designer for Publishing to Generate
or EngageOne.
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Documentation

The following manuals are available in PDF format with this release:

Document Version

Content Author Primer 6.6 Service Pack 11

The primer document is intended to give a high level overview of the Content Author
subsystem. More detailed information is provided in the Content Author User’s Guide.

Content Author User’s Guide 6.6 Service Pack 11

This provides information about setting up and using the Content Author subsystem of
Designer. It provides complete information for the Content Author environment.

Content Author Administrator Guide 6.6 Service Pack 11

This guide is intended for administrators of the Content Author environment catering
for both administrator and end user functions.

Updates to the User Guides

All manuals are also published in PDF format on the EngageOne Compose Technical Support
website

Corrections and updates to the manuals will also be published on this site. Amended versions of the
manuals (as distinct from new issues) are identified with a modified issue number — usually with a
letter appended to the issue number.

Customer support

If you find that you require any assistance, then you can contact our Support team - Technical
Support/Client Service Contacts .
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6.6 Release lifecycle

Release Version Level of Support

EngageOne Content Author 6.6 SP11 GA Investigate, Troubleshoot issues, Provide
workarounds, Regular patches, Vulnerability
updates

EngageOne Content Author 6.6 SP10 GA-1 Investigate, Troubleshoot issues, Provide

workarounds, Regular patches for critical
(Severity 1 issues).

EngageOne Content Author 6.6 SP9 GA-2 Phone & Best Effort Support. Will provide
workarounds for non-critical issues

EngageOne Content Author 6.6 SP8 GA-3 Phone, Knowledge Base & Best Effort Support
only
EngageOne Content Author 6.6 SP7 GA — 4 and below Phone, Knowledge Base & Best Effort only
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Advance retirement notices

Designer/Generate/Content Author support

When SQL 2019 is certified for use with EngageOne Designer, Content Author and Server,
the following SQL will be will no longer be certified for use with EngageOne Designer:

» SQL Server 2012 SP1 to SP4
Generate 32 Bit utilities

Distribution of 32-bit Generate utilities will end after the Designer/Generate/Content Author Service
Pack 11 release. Customers are advised to migrate to the 64-bit utilities as this zip file now contains
all Generate utilities including those that were previously only available with 32-bit Generate.
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Withdrawn support

From Content Author 6.6 Service Pack 10 onwards the following EngageOne Content Author
versions are no longer supported:

Version History Date of Availability
Version 6.5 (incl. all 6.5.x) June 30, 2016
Version 6.4 (incl. all 6.4.x) November 13, 2015
Version 6.3 (incl. all 6.3.x) August 17, 2015
Version 6.2 (incl. all 6.2.x) June 11, 2015
Version 6.1 (incl. all 6.1.x) January 30, 2015
Version 6.0 (incl. all 6.0.x) March 30, 2012
Version 5.6 (incl. all 5.x) March 17, 2010

The following operating system is retired for EngageOne Content Author

» Z/OS 2.1 - support for this O/S version is withdrawn from this release as per the O/S Vendor's End
of life policy.Z/OS 2.2 is the minimum supported O/S level for this host.

» SUSE Linux Enterprise Server 10 (s390x) - support for this O/S version is withdrawn from this
release as per the O/S Vendor's End of life policy. SUSE Linux Enterprise Server 11 SP3 (s390x)
is the minimum supported O/S level for this host.

* AIX 7.1 TL4 - Generate support for this O/S version is withdrawn from this release and is replaced
by AIX 7.1 TL5.

From Content Author 6.2, support was withdrawn from:

* Microsoft Windows Server 2008 Standard
» Microsoft Windows Server 2008 R2.

Existing Customers using the above versions wishing to use this version of Content Author must
upgrade their Windows Server to supported Windows Server levels, refer to Software requirements
on page 23.
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Fixed issues in this release

Key

Summary

CES1-69607

Specifying message leading in a Message Stream can cause the first paragraph
in the stream to be positioned lower than it should be.

Resolution: Generate now suspends Merge paragraph processing when Message
Stream content is being measured and positioned.

Workaround: In Generate versions prior to the fix, where possible, do not use
the Designer Merge with previous paragraph feature in any document in the
Publication when using Content Author Message Stream.

CES1-69282

Content Author Publish (Msg1GBH) does not have the product or file version.

Resolution: Content Author Publish (Msg1GBH) now stamped with the product
and file version.

CES1-62186

Certain help page links within Content Author client help were broken in the
English and German versions.

Resolution: Content Author Web Client Help page links have been updated to
invoke the correct related Help topic

CES1-66396

Add Designer Publish Font Name Diagnostic trace to report full details of actually
published True Type (.TTF) and Open Type (.OTF) fonts

Resolution: Designer and Content Author Publish logs will now contain additional
TTF and OTF Font name details when the following Windows 64 Bit Operating
System Registry entry is enabled

[HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Groupl\DOCl Series]
"AddDesignMetricsFontNameTracing"="1"
Note - Additional Font name tracing is not available for Type1 Fonts.

The TTF/OTF additional Font Name tracing is available in the "AddDesignMetrics"
section of the Publish log available within:

Content Author Directory - $Windir%\Temp\RPKBuilder

CES1-66152

Enable publish log tracing of local Windows font name, style, version used when
publishing.

EngageOne 6.6 Service Pack 11 Content Author Release Notes
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Key Summary

Resolution: As a diagnostic aid to report the actual local Windows font name,
style and font version used by the Content Author Client Publish/Resource Server
the following Registry Key can be used to report this information

[HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Groupl\DOC1
Series]
AddDesignMetricsFontNameTracing="1"

 This will appear in the AddDesignMetrics section at the end of the Publish log

* This Publish GUID.log is located in the $WinDir%\ Temp\RPKBuilder directory
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Fixed issues in previous 6.6 releases

Key

Summary

CES-65171

CD installer file autorun.inf is detected and blocked as a security risk on some
Network systems.

Resolution: autorun.inf and corresponding autorun.exe are installation files and
are only required when installing from CD. As Designer and Content Author are
no longer distributed/installed from CD, these files have been removed as they
are redundant and may block release media extraction on some systems.

CES-57885

Import EPS files resulted in some cases with the image having the wrong
resolution once imported.

Resolution: EPS handling for EPS with embedded JPEG Image import has been
corrected.

Note that any images with incorrect resolution and sizes will need to be deleted
and added again.

CES-53871

Invoking the CCM Configuration Tool aborts unless invoked with Run as
Administrator privilege.

Resolution: Content Author Configuration Tool has been updated to be run in
non-Administrator role.

CES-49136

This issue is observed when installing Designer with Single Sign On and Content
Author on the same machine. In this scenario the
ResourceAccessService.exe.config file was not preserving the <secure="true">
setting. This prevented a user from installing both Designer with single sign on
and Content Author on the same machine.

Resolution:The Content Author Configuration Manager has now been updated
to make remoting runtime "secure". This ensures any user changes to the
Resource Access Service configuration are preserved.

CES-25257

Incorrect resolution on imported JPG images occurs where EXIF x and y resolution
is not set. This results in the imported image being too big in the design editor.

Resolution: Content Author JPG image handling has been updated to deal with
JPG EXIF resolutions that have not been set.

Workaround: Ensure the JPG EXIF x and y resolution is set when saving the
image to be imported.

EngageOne 6.6 Service Pack 11 Content Author Release Notes
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Key Summary

CES-37793 Incorrect reference to www.g1.com in the Message Environment XML exported
from the Content Author Administration Client.

Resolution: Reference to www.g1.com from M71RepositoryDataSet. XSD and
Message Environment XML has now been removed.

CES-35074 Font metrics for type1 fonts were written to the resource pack as non-bolded
fonts regardless of font weight.

Resolution: A fix has been applied to the resource server to write the correct
stentry in the database, which in turn corrects the metrics written to the HIM file.
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Changes in Previous 6.6 releases

For reference purposes this section shows changes that were made since EngageOne Content
Author 6.6. Details of these features and enhancements are in the user guides issued with this
release.

Content Author 6.6 Service Pack 10

GhostScript 9.27 (32-bit)

GhostScript 9.27 (32-bit) is supported for importing EPS images in this release. Ensure that you are
using version 9.27 (or later) to resolve GhostScript security vulnerabilities in pre 9.27 versions.

Content Author 6.6 Service Pack @

Added SQL and Windows support

* Microsoft SQL Server 2017 CU13
* Microsoft Windows Server 2019 Standard (64 Bit)

Content Author 6.6 Service Pack 6

The following support has been added in this service pack release for:

» SQL Server 2016 SP1 CU6 support
 Support for TLS 1.2 client authentication

Content Author 6.6 Service Pack 5

For details of Common component fixes in this Service Pack for;
» Message Editor

» Same as Designer Editor issue fixes
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» Message Publishing
» Same as Designer Publish issue fixes
» Message Proofing

+ Same as Generate issue fixes

Refer to the matching Service Pack Designer and Generate release notes.
Content Author 6.6 Service Pack 2

Additional supported platforms
This release includes support for the following platforms:

* Microsoft Windows 2016 Server
* Microsoft Windows 10

Content Author 6.6

SQL 2014 support
This release includes support for SQL 2014
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Known issues

When using EngageOne Content Author you should be aware of the following.
Restrictions with resources
These Designer resource features are not supported in Content Author:

» Font subsetting for Postscript
* Open Type Fonts (.otf fonts) using Compact Format compression
* Windows Image types using AFP Object Containers

See Supported output device drivers on page 30 for a list of the device drivers supported by
Content Author.
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Requirements

Before you install the EngageOne Content Author subsystem, you must decide which type of
deployment scenario best suits your organization. To help you determine this you will need to consider
the security, traffic and availability requirements of your organization.

The Content Author environment

The components that make up the Content Author environment are intended to work together in a
client/server environment. The installation process caters for the various types of deployment scenarios
your organization may require.

Web Application Server- is the web based application that allows authors to create and maintain
actual message content via a web browser on a Message Author client. It is also used by reviewers
to access new or amended message content during the approval process.

The Content Author database is created/updated when you apply any configuration changes to the
Web application server. It acts as the central repository for the workflow control objects used in the
Content Author environment. The Content Author database must allow client access to various
Content Author components but must be protected from unauthorized access.

Administration Client — a Windows based client that allows administrators to work with Content
Author objects and also controls the distribution of objects between the Content Author database
and the Web application server.

Resource Server - is used for managing the Resource server database, which acts as a central
repository for fonts and images used in the message content.

Resource Access Service — a service through which all communication to the Resource server is
channelled. It is also responsible for installing fonts.

Publish Server —is used for creating and deploying HIM files containing approved messages together
with their font and image resources. This file is deployed to the system and file location specified in
the Host object defined by administrators of the Content Author environment.

Report Server — is used for generating and delivering predefined reports to administrators and
message authors through the Administration client and Web application server respectively.
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Security

Although your security infrastructure is entirely at your discretion, it is recommended that your network
architecture utilizes routers and firewalls to provide the necessary level of security. The hardware
supporting the server configuration should reflect your needs for performance and security but all
machines need to be able to communicate freely using TCP/IP sockets. Note that with a firewall you
must ensure that the SQL Server ports are open.

Types of deployment

The simplest Content Author installation is a standalone deployment where all components are
installed on a single machine. You can, depending on your production requirements, separate the
various Content Author components across multiple servers distributed within your organization.

Distributed deployment

A simple distributed deployment is illustrated below. It shows the Administration client, web and
database servers separated across multiple machines.

L

Message Author Web Application  5GL Database Server Report Server Re source
Clients Server Content Author DE Reporis OB Server
Fezource Aocess Besourde Sanver DB

Zenvice 0
Firewall
{Ensure that the

appropria e ports to the
S0 Sarver are open) LAN

Admin Clients
Fublish Senser
Resource Access Senice

In this scenario, use the installation release media on each machine in the environment — refer to
Installation on page 31 for further information. Note that the Content Author database resides on
the SQL Server machine and is created during the Web client installation. The Reporting Server runs
under SQL Server Reporting Services. Refer to the appropriate Microsoft documentation for guidance
on setting up your Reporting Services (Native) environment.
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Components

This lists the software that is required for each component in a distributed environment. See Software
requirements on page 23 for standalone prerequisites.

Web Application Server

* Microsoft Internet Information Services (lIS)

* TMicrosoft Shared Management Objects for SQL Server
* T Microsoft System CLR Types for SQL Server

* T Microsoft Report Viewer

* T(t1)Microsoft Visual C++ 2015-2019 Redistributable

* T Microsoft .NET Framework 4.8

Database Server
The following versions of Microsoft SQL Server for 64 bit only are supported :

» Microsoft SQL Server 2017 - Latest available CU
» Microsoft SQL Server 2016 SP2
» Microsoft SQL Server 2014 SP2
» Microsoft SQL Server 2012 SP4

Report Server

» Microsoft Internet Information Services (this is required by the Reporting Services)
* Reporting Services (Native) — component of Microsoft SQL Server 2012

Resource Server

* T Microsoft Shared Management Objects for SQL Server

* T Microsoft System CLR Types for SQL Server

* T(t1)Microsoft Visual C++ 2015-2019 Redistributable

* 1 Microsoft .NET Framework 4.8

» Ghostscript 9.27 (32 Bit) - required for Import of EPS images.

Admin Client

* T Microsoft Shared Management Objects for SQL Server
* T Microsoft System CLR Types for SQL Server

* T (t1)Microsoft Visual C++ 2015-2019 Redistributable

* 1 Microsoft .NET Framework 4.8

* T Microsoft Report Viewer

» Acrobat Reader 6.0 or higher

1The installation process will install this automatically as necessary.
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(t1)Also includes the Windows Update for Universal C Runtime in Windows (KB2999226), which
requires that other updates have already been installed. See
https://support.microsoft.com/en-gb/kb/2999226 for details.

Message Author Clients

* Internet Explorer 11.0 (64 bit)

» Acrobat Reader DC 15.0 or higher

+ Content Author Editor Activex control — note that if your organization’s security policies allow, this
component can be downloaded and installed directly via your browser. Alternatively, a Microsoft
Installer version of the editor is available on the Content Author installation release media which
can be made generally available to personnel responsible for authoring message content.

» Browsers running under pre-Windows 10 operating systems If the Content Author Editor
ActiveX control is to be downloaded and installed directly via the browser, then Windows Update

KB2999226 must be installed. This update can be downloaded from
https://support.microsoft.com/en-gb/kb/2999226, if required.

Note that for For Windows 8.1 message client using Microsoft Internet Explorer 11, the ActiveX
download security setting must be enabled.

Standalone deployment

If you are deploying Content Author on one machine all items in the software requirements list are
required — see Software requirements on page 23. In the Install Wizard select all the components
to install. Refer to Installation on page 31 for further information.

For information on a distributed environment see Distributed deployment on page 19
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Hardware requirements

The following list shows both the minimum and the recommended configurations. As with most
software, the more resources you have available the more quickly and effectively Content Author

will run.

Hardware Minimum Recommended

Processor 2+GHz 1MB cache, 2xCPU 4xcores
1.4 Ghz 512 KB cache Opteron 270 (x64)
Pentium 3 (x86)

Hard disk 50 GB 100 GB

RAM 2 GB 4 GB

Monitor 17" 20"

Graphics 1280 x 1024 1600 x 1200

Colors 16 bit 24 bit true
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Software requirements

Microsoft Windows
Content Author is supported on the following 64 bit platforms with current updates only:

* Microsoft Windows Server 2019
Microsoft Windows Server 2016 Standard
Microsoft Windows Server 2012 R2
Microsoft Windows 10

Microsoft Windows 8.1

Microsoft SQL Server

Content Author is supported only with the latest available Cumulative Update of 64 bit Microsoft SQL
Server:

* tMicrosoft SQL Server 2017
* tMicrosoft SQL Server 2016 SP2

* Microsoft SQL Server 2014 SP2
» Microsoft SQL Server 2012 SP4

Note: Refer to the Microsoft support site for details and installation downloads of the latest
SQL Cumulative Update release for each SQL Server version.

Other required software
The following software is also required:
* Microsoft Internet Information Services (lIS)

» Adobe Reader DC 15.0 or higher. You can use the link on the contents window to download this
software.

» Ghostscript 9.27 (32 Bit) - required for Import of EPS images.

TIf you are running Content Author with SQL 2016 you will need to ensure that .NET Framework 3.5
is installed. Refer to SQL 2017/2016 considerations on page 29 for further details.
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SQL - points to note
* When using SQL Server Reporting Services (Native) with:

* Microsoft SQL Server 2017
* Microsoft SQL Server 2016
* Microsoft SQL Server 2014
* Microsoft SQL Server 2012

you must ensure that the Microsoft Distributed Transaction Coordinator service is running and, if
it is part of a distributed installation, it must be configured to allow network connections.

» SQL Server must be set up in SQL Mixed Authentication mode.

» SQL_Latin1_General _CP1_CIl_AS must be the set as the server collation. No other Authentication
or collation is supported.

Other software requirements

Content Author also requires the following, which the installation process will install automatically if
necessary:

» Microsoft Shared Management Objects for SQL Server
Microsoft System CLR Types for SQL Server

» Microsoft .NET Framework 4.8

Microsoft Report Viewer Redistributable 2015
Microsoft System CLR Types for SQL Server 2014
Microsoft Visual C++ 2015-2019 Redistributable
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IIS settings

ContentAuthor requires specific Windows Internet Information Services (lI1S) settings. These should
be specified before installation.

To specify IIS settings for Windows Server 2012

1. Click Start -> All Programs -> Administrative Tools -> Server Manager.
2. Under Roles -> Web Server (lIS), ensure the Role Services marked in red are installed.

RN Vb Server]

A Common HTTP Featuras
Default Decument
Directory Browsing
HTTP Errors
Static Content
HTTP Redirection

[[] WebDAV Publishing
| Health and Diagnostics
I Performance
4 Security
Request Filtering
[ Basic Authentication
[[] Centralized SSL Certificate Support
[[] Client Certificate Mapping Authentication
[] Digest Authentication
[] 1S Client Certificate Mapping Authentication
[] 1P and Domain Restrictions
[] URL Autharization
| Windows Authentication |
4 Application Development
[[] .MNET Extensibility 3.5
[ & NET Extensibility 4.5 |
[[] Application Initialization
[] asp
[] ASP.NET 3.5
| 2 Asp.NET 45
[ cal
ISAP| Extensicns
ISAPI Filters
[] Server Side Includes
[] WebSocket Protocol
[] FTP Server
Fl Management Teols
115 Management Console
4 II5 6 Management Compatibility
15 6 Metabase Compatibility
15 6 Management Console
115 & Scripting Tools
1S 6 WMI Compatibility
[[] 115 Management Scripts and Tools

[] Management Service
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To specify IIS settings for Windows Server 2016

1. Click Start -> Server Manager
2. Click Dashboard -> Add roles and features -> Features

Ensure the settings indicated in red below are installed.

Note: that the .Net Extensibility and ASP.net version for this platform is 4.6.

4 [W] Web Server (IIS) (8 of 43 installed)
{7 of 34 installed)
4 W] Commen HTTP Features (4 of 6 installed)
| Default Document (Installed)
| Directory Browsing (Installed)
«/| HTTP Errors {Installed)
| Static Content (Installed)
HTTP Redirection
] 'WebDAV Publishing
[W] Health and Diagnostics (1 of 6 installed)
[m] Performance (1 of 2 installed)
[m] Security (1 of 9 installed)
| Reguest Filtering (Installed)
[] Basic Authentication
[] Centralized SSL Certificate Support
[] Client Certificate Mapping Authentication
[] Digest Authentication
[ lis Client Certificate Mapping Authentication
] Ir and Domain Restrictions
[ URL Autharization
| Windows Authentication |
4 Application Development
NET Extensibility 3.5
NET Extensibility 4.6 |
Application Initialization
ASP
ASP.NET 3.3
ASP.NET 4.6 |
CGl
ISAP] Extensicns
ISAPI Filters
1 Server Side Includes
] WebSocket Protacol
b [ FTP Server
4 [m| Management Tools (1 of 7 installed)
+| 115 Management Console (Installad)
E 115 & Management Compatibility
15 & Metabase Compatibility
115 6 Management Console
IIS 6 Scripting Tools)
115 6 WI Compatibility
[] 115 Management Scripts and Tools
[[] Management Service

<]

11

3|

</[<]
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To specify IIS settings for Windows Server 2019

1.
2. Click Dashboard -> Add roles and features -> Features

Ensure the settings indicated in red below are installed.

Click Start-> Server Manager

EngageOne Compose Content Author

Note: that the .Net Extensibility and ASP.net version for this platform is 4.7.

4 (W] Web Server (18 of 34 installed)

4 (W] Common HTTP Features (5 of 6 installed)
| Default Document (Installed)
| Directory Browsing (Installed)
« HTTP Errors (Installed)
« Static Content (Installed)
« HTTP Redirection (Installed)

[C] WebDAV Publishing
4 | Health and Diagnostics (Installed)
HTTP Logging (Installed)
Custom Logging (Installed)
Logging Tools (Installed)
ODBC Logging (Installed)
Request Monitor (Installed)
Tracing (Installed)
4 (W] Performance (1 of 2 installed)
/| Static Content Compression (Installed)
[] Dynamic Content Compression
4 (M| Security (2 of 9 installed)
+| Request Filtering (Installed)
[] Basic Authentication
[[] Centralized SSL Certificate Support
[[] Client Certificate Mapping Authentication
[] Digest Authentication
[] 1S Client Certificate Mapping Authentication
] P and Domain Restrictions
[T URL Authorization
+'| Windows Authentication (Installed)
4 W] Application Development (4 of 11 installed)
[] .NET Extensibility 3.5
[ /| .NET Extensibility 4.7 (Installed) |
[T Application Initialization
] AsP
[ ] ASP.NET 35
 ASP.NET 4.7 (Installed) |
[ cal
V] ISAP| Extensions (Installed)
| ISAPI Filters (Installed)
] Server Side Includes
[] WebSocket Protocol
[] FTP Server
[m] Management Tools (5 of 7 installed)

LRI SILNIES

IIS 6 Metabase Compatibility (Installed)
+ IS & Management Conscle (Installed)
| IS 6 Scripting Tools (Installed)

| lIS 6 WMI Compatibility (Installed)

EngageOne 6.6 Service Pack 11 Content Author Release Notes

27



EngageOne Compose Content Author

Enabling 32-bit applications
If you are running a 64-bit machine (on any operating system), you must enable 32-bit applications.
To enable 32-bit applications on a 64-bit machine:

1. Run the Internet Information Services (1IS) Manager from the Control Panel’s Administrative

Tools/lIS Manager.

In the Connections tree-view expand Sites/ Default Web Site to show CCMContentAuthor.

Right-click on CCMContentAuthor, select Manage Application/Advanced Settings and note the

name of the Application Pool for example, DefaultAppPool. Click Cancel.

4. In the Connections tree-view, select Application Pools and in the Application Pools window,
right-click on the name of the application pool noted in step 3 and select Advanced Settings.

5. Set the following options:

wn

» Enable 32-Bit Applications - to True;
* Managed Pipeline Mode - tolntegrated;
* Identity - to LocalSystem.

Advanced Settings \L-

4 (General) ~
MNET CLR Version v4.0
Enable 32-Bit Applications True 4—
Managed Pipeline Mode Integrated ‘_—
Queue Length 1000
Start Mode OnDemand
a4 CPU
Limit (percent) 0
Limit Action NoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295

Processor Affinity Mask (64-bit ¢ 4294967295
4 Process Model
I Generate Process Model Event L

Identity LocalSystem 4—

Idle Time-out (minutes) 20

Idle Time-out Action Terminate il
Name

[name] The application pool name is the unique identifier for the
application pool.

| oK | | Cancel

 Click OK to confirm selections.
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SQL 201772016 considerations

Before installing Content Author on a Windows server that has SQL Server 2017 / 2016 installed,
you must ensure the .NET Framework 3.5 feature is installed. This can be done using Add Roles
and Features option via the Server Manager Dashboard.

= Add Roles and Features Wizard - | =[x

DESTIMATION SERVER

Se|ect featu res BradsWinSvri0d. phi.globalpv

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description

A .MET Framewaork 3.5 combines the
power of the .NET Framework 2.0

- .NET Framework 3.5 (includes .NET 2.0 and 3.0| _ APls with new technologies for
] HTTP Activation = building applications that offer

Confirmation ] Non-HTTP Activation appealing user interfaces, protect

your customers' personal identity
4 [H] MNET Framework 4.5 Features (3 of 7 installed) information, enable seamless and

v| .NET Framework 4.5 (Installed) secure communication, and provide
7] ASP.NET 4.5 (Installed the .ablllty te maodel a range of
business processes.

A .NET Framework 3.5 Features

(W] WCF Services (1 of 5 installed)
I [] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[ BitLocker Netwark Unlock
[] BranchCache
[ Client for NFS
[[] Data Center Bridging

— . - W

< o ¥

< Previous | | Next > Insta Cancel
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Supported output device drivers

The following output devices are supported by this version of Content Author:

» AFPDS 240, 300, 600 — bitmap (FOCA) and outline (FOCA Type1)
* HTML for e-mail (eHTML)

IJPDS 240, 300, 600

* Line data

* Metacode

PCL - bitmap and outline, black/white and color image

PDF 72 & 300

* Postscript 72 & 300 — Type 1 & Automatic

See also Known issues on page 17.

EngageOne 6.6 Service Pack 11 Content Author Release Notes 30



EngageOne Compose Content Author

Installation and configuration

Installation

The main setup window is displayed by running setup-content-author.exe. This application
is located in the \install folder of your release media.

Note: that the windows account under which the software is installed must have administrator
level access to the local machine.

The install provides options to:

* |Install Content Author

* Install Content Author Editor — use this option to provide editor features when security policies
disallow web browser ActiveX downloads

Once the software has been copied from the release media, the install process will gather details
and start installing. Follow the instructions given by the Install Wizard.

The Content Author install option allows you either to perform a Standalone deployment where all
components are installed to a designated location on your local machine, or to create a multi-user
client/server environment. Select the appropriate check box for the component you want to install.
For a standalone deployment select all the components.

When installing the Web client a Website Name is provided by default (CCMContentAuthor). You
can change this in the Web Client Parameters page. Then follow the instructions given by the Install
Wizard.

Configuration Manager

The Configuration Manager is automatically invoked when the EngageOne Content Author install
has completed. The options available here are dependent on your specifications during the install
process and all enabled options need to be defined at configuration.

If you are installing for the first time in a single server environment, the Content Author database
connection and access settings from the Web client configuration are provided by default in the
Admin Client, Publish Server and Reports Configuration dialogs. If you are upgrading, settings that
were last applied are provided by default.

Configuring Web Client
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The Web client configuration supplies connection information so that the message authors can
access the Content Author database and use the functionality they require within the application.
Note that you must reflect any change of web site name (from CCMContentAuthor) when specifying
the Web address.

Configuring Admin Client

Administrators require user access and connection information to the Content Author database. This
must match the detail supplied when you configured the Web client. To coordinate interaction with
the main Designer modules and for other control purposes the following configuration options are
also required. Note that you must reflect any change of web site name (from CCMContentAuthor)
when specifying the Web address.

Configuring Resource Server

Resource server configuration creates/upgrades the resource server and database.
Configuring Resource Access Service

Communication to the Resource Server is channelled through this service.
Configuring Publish Server

The Publish Server requires user access to the Content Author database to create and deploy the
HIM files containing the approved messages.

Configuring Reports

Working with reports requires user access and connection information to the Content Author database.
This must match the detail supplied when you configured the Web client. In addition the Reporting
Services (Native) web connection information is required and user access to this service for message
authors and administrators.

Configuring License

This shows the expiry date and the number of users allowed for the current license and enables you
to specify a different license instead.
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Default TCP/IP port assignments

By default, the install process automatically assigns TCP/IP port numbers to allow for communication
between the EngageOne Content Author components. These settings will in most cases be appropriate
for your installation. If you want to modify these port settings, edit the appropriate XML based
configuration file using your preferred text editor.

Note that Content Author uses the SMTP default assignment of port 25 for e-mail.

Resource Server (ResourceServer.exe.config)

<channel ref="tcp" port="50241" secure="false">

Web Application Client (Web.config)
<wellknown type="ResourceAccessService.IResourceAccessService,

ResourceAccessServicelInterface"
url="tcp://localhost:50242/DOClResourceServices/ResourceAccessService" />

Admin Client (Msg1Admin.exe.config)
<wellknown type="ResourceAccessService.IResourceAccessService,

ResourceAccessServicelInterface"”
url="tcp://localhost:50242/DOC1ResourceServices/ResourceAccessService" />

<wellknown type="MlObjectLib.IExtractAndDeploy, MlObjectLib"
url="tcp://localhost:9669/ExtractAndDeploy.binary"/>

Publish Server (ExtractAndDeployService.exe.config)
<channel ref="tcp" port="9669" secure="false">
<wellknown type="ResourceAccessService.IResourceAccessService,

ResourceAccessServicelInterface"
url="tcp://localhost:50242/DOClResourceServices/ResourceAccessService" />

Resource Access Service (ResourceAccessService.exe.config)
<wellknown type="ResourceServerlInterface.IResourceServer,
ResourceServerInterface"

url="tcp://localhost:50241/DOClResourceServices/ResourceServer"/>

<channel ref="tcp" port="50242" secure="false">
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The following diagram illustrates communications between the different Content Author components
with regards to port numbers.

Web Application Administration Resource Publish
Client Client Server Server

RAS: Resource Access Service
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Shared Designer and Content Author Secure Settings

When a Secure / Single Sign On, EngageOne Resource Access Service is installed on the same
Windows Server environment as EngageOne Content Author , then ALL Content Author Services
and components installed on this environment MUST be updated to use secure="true" to enable
Content Author Services to communicate correctly

You must update the EngageOne Content Author Configuration Files as follows :

EngageOne Content Author Message Publisher

<Install Path>\Content Author\Publish\ExtractAndDeployService.exe.config
<!>

<channel ref="tcp" port="9669" secure="true'">

‘EngageOne Resource Server

<Install Path>\Content Author\resource server\ResourceServer.exe.config
<channels>

<channel ref="tcp" port="50241" secure="true">

EngageOne Resource Access Service

<Install Path>\Resource Access Service\ResourceAccessService.exe.config
<channels>

<channel ref="tcp" port="50242" secure="true">

Content Author Administration Client

<Install Path>\Content Author\Admin\MSGlAdmin.exe.config

<channels>
<channel ref="tcp" secure="true">
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Content Author Web Client

<Install Path>\Content Author\Client\web.config
<channels>

<channel ref="tcp" secure='"true">

Content Author Command Line Publish (if used)

<Install Path>\Content Author\Admin\CAPublish.exe.config

<channels>
<channel ref="tcp" secure="true">
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Configuring maximum number of messages to display in Web
client

The maximum number of messages that can be displayed in the Content Author Web client is set
by default to 200. To update this default limit change the following Configuration file setting installed
on the Content Author Administration Server:

<Install Path>\Content Author\Client\web.config
<appSettings>

<add key="MaxRows" value="200" />

Setting a value of 0 allows all messages to be displayed, it is important to be aware that this may
have a performance impact.

Administration client start-up

When the administration client is run from the Windows desktop a login screen will appear requesting
a user name and password. The first time you log on you should specify the default Administrator
account name and password. Both are 'admin’ (ensure lower case characters are used).

EngageOne 6.6 Service Pack 11 Content Author Release Notes 37



EngageOne Compose Content Author

HTTP security considerations

Configuring HTTP responses returned by the Content Author web application

There are three HTTP response headers properties that could be used to cause security vulnerabilities:

» Server - Specifies web server version.
+ X-Powered-By - Indicates that the website is "powered by ASP.NET."
» X-AspNet-Version - Specifies the version of ASP.NET used.

The process to remove values from these properties is outlined in this section.

1. Install URL Rewrite. On the Web Server install URL Rewrite tool -
https://lwww.iis.net/downloads/microsoft/url-rewrite
2. Add Server variables

a. Open IIS Management.
b. Select the parent item in the treeview and open URL Rewrite, as shown below:

Connections -
Gg! UK-5DTJ1Z2-10 Home

5 UK-50M122-10 (SYNCSORTINCu

— Filter: - Go - \z7Show All | Group by Area - B~
[of Application Pools
w-[& Sites ASP.NET " _ -
» 4% CCMContentAuthor = N U q ;ﬂ? 5
> e T =P = | B=
£ Default Web Site -] =R Ll ’ B-
{NET MET .MET Error NET METTrust  Application Connection Machine Key Pages and
Authorizat., Cempilation Pages Globalization Levels Settings Strings Controls
ol F@ el
L =|

Providers  Session State SMTP E-mail

11

& 49 o = & iy &4

Authentic... Compression DafaLlIt Directory  Error Pages Handler HTTP HTTP I1SAP] and
Document  Browsing Mappings Redirect Respon...  CGlRestri...
Tf ﬂ _ = g':;ﬂ ) L\ > P f_E
& 7 & - o= a N &Y
ISAPI Filters ~ Legging  MIME Types  Modules Output Request Server Worker
Caching Filtering Certificates Processes
Management A~
3 r=
B & 0
Configurat..  Feature Shared Web

Editor Delegation Configurat..  Platfer.

c. Click on the View Server Variables in the Actions pane.

d. Click Add and enter RESPONSE_Server in the associated textbox. Repeat this step to add
the following variables

* RESPONSE X-AspNet-Version
* RESPONSE X-Powered-By

Your Allowed Server Variables screen should list the three variables you configured.
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3. Add outbound rules

Select the parent item in the treeview and double-click the URL Rewrite icon.

Click on the Add Rule(s) in the Actions pane in the right-hand side.

Enter name for the rule, for example, Clear Server type value.

In the Match section select Server Variable option from the Matching scope dropdown
In the Variable name field enter RESPONSE Server

® o0 oTo

—h

In the 'Pattern field' enter ".+"

g. Inthe Action section select Rewrite option from the Action type dropdown
h. Enter blank value for Action Properties

i. Click Apply.

j- A warning is issued, this can be ignored.

4. Repeat Step 3 for:

* RESPONSE X-AspNet-Version
* RESPONSE X-Powered-By

At the end of the process three rules should be defined:

Outbeound rules that are applied to the headers or the content of an HTTP response:

Marmne Input Match Pattern Action Type Action Value Stop Proce.. E
# || Clear Server type RESPOMSE_ Ser... Matches + Rewrite False L
+ | | Clear ASP.MET version RESPOMSE_X-... Matches + Rewrite Falze L
# [ ] Clear Powered By value ~ RESPONSE_X-.. Matches o+ Rewrite False L
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Configuring HTTP Security Headers

By enabling suitable security headers you can improve the resilience of your Content Author web
application against many common attacks. Each response headers has an associated value, as
shown in the table below. The process of enabling and defining the associated value for each header
is outlined in this section.

Name Value

X-XSS-Protection 1; mode=block

X-Frame-Options deny

X-Content-Type-Options nosniff

Content-Security-Policy default-src 'self'

Cache-Control no-cache, no-store, must-revalidate
Referrer-Policy no-referrer

1. Open IIS Management
2. Select CCMContentAuthor web app from connection tree
3. Open HTTP Response Headers

Connections a
$ /CCMContentAuthor Home

s

~ 83 UK-5DTNZ2-10 (SYNCSORTINC\Juan . =

[l - Filter: - Go %ShuwAH Group by: Area - -
‘::f Application Pools
w -[&] Sites ASP.MET .

; Gﬁ CCMContentAuthor + 2 @ e r‘k - " P

) =) 2 A 2 B =
v & Default Web Site i N 9 55 P ée*’ ‘-5?,,4
. ie MET MET MET Error MET MET Profile  .NETReles  .METTrust  NETUsers  Application
Authorizat.. Compilation Pages Globalization Levels Settings

? CCMContentAuthor

- & B @ & [&

Connecticn Machine Key  Pages and Providers  Session State SMTP E-mail

Strings Controls
115 A
T | = A sl 1=y B Ej
?‘s?_g %' [/] =8 <2:_1 i S S|
Authentic... Compression  Default Directory  Error Pages Handler HTTP HTTP ogging
Document  Browsing Mappings Redirec Response
. . o » Headers
= " = = A Frezer
M ¢ & § =
MIME Types ~ Modules Output Request 551 Settings  URL Rewrite Configure HTTP headers that are added tc
Caching Filtering
Management ~
Configurat..
Editor
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4. For each of the item in the table above, click Add to enter the security header's Name/Value
pair. The example below illustrates this process for the X-XSS-Protection header:

f@ HTTP Response Headers

H=l

Use this feature to configure HTTP headers that are added to responses
from the Web server,

Group by: Mo Grouping -

3

Edit Custom HTTP Response Header

||:=I-KSS-PrDtecti|:|n

Walue)

1: mode=block

OK

Cancel

Actions

5et Common Headers...

Edit...
¥ Remove

'@' Help
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Migrating Messagel

Message1 is no longer supported and EngageOne Content Author is the recommended environment
for creating messages for use with Designer. You can migrate your existing Message repository
objects to the Content Author environment using a set of standalone ultilities.

Upgrading your Messagel environment to Content Author

The following standalone utilities are provided for upgrading Message1 to Content Author.

» Export Message1 environment — exports all data from a Message1 5.3 or later repository into an
intermediate location and format.

* Import Message1 environment — imports the data exported with the above utility into the Content
Author database and Resource Server.

Message1 Export Tool
This is available as a download on request from Customer support.
Message1 Import Tool

This is available to install (English only) from the release media :
\install\setup-content-author-import.exe

There are a few important points to bear in mind relating to the use of the Export and Import tools,
as follows:

» The import process cannot be repeated and must be performed on a default, empty Content Author
database.

» There are a some functional differences between Message1 and Content Author which have an
impact on some aspects of the migration, as follows:

Production cycles these objects do not exist in the Content Author environment
and are therefore ignored during the import process.

Color schemes these objects do not exist in the Content Author environment
and are therefore ignored during the import process.

Host usernames/ passwords are stored in plain text in the exported LCC XML file. They
are imported into the new system in unencrypted form.
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Message1 allows comparison of string types using operators

“>" >=" “<=" and “<” in addition to “=" and “I=", however
Content Author allows only “=” and “I=" comparisons of string
types. Therefore those comparisons including equality (“<="
and “>=") are being imported as “=" and those which do not
include equality (“<” and “>") are being imported as “I=". A
warning is displayed where such comparisons are

encountered.

Fonts

are not included in the export files, only references to the
fonts. These fonts are expected to be already installed in
the Content Author environment.

» The Export tool should be run on the machine where the Message1 server software is installed in
order to guarantee access to the Message1 repository.

The Import tool should be run on a machine that has access to the Content Author database, i.e.
Administration client.

Exporting the Messagel environment

The Message1 export utility connects to a Message1 5.3 or later repository and exports all data into
a specified export folder. It is does not affect the original data and the operation can be repeated.

The Export tool should be launched under a logon with administrative privileges on the machine
where the Message1 database is installed. When run, the utility will attempt to discover your Message1
database connection details directly from the installed configuration. Once the database connection
details have been established you will be prompted to assign the folder to receive the export data.
If the folder specified does not exist, the Export utility will create it. Click Export to start the export

process.
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Importing Messagel repository objects info Content Author

The Message1 Import utility reads the Message repository objects created by the export process
and imports all data into your Content Author database. The Import utility can only be run once and

requires an empty default Content Author database.

[

&5 CCM Content Author Irmpant

Enher the path bo the expotted Messags] Besioe

Impott from folder:  C:ADendWork\aupodladdats

Pievidis Conrection rdormation ol the emply Content Author databace

=~

Chaza

SOL ServerInstance Mame \SOL2005 -

Diatabase M ame: CCMConbartbuthed

Uz windows suthentication

Ugeimans MGz

Fassword

Prgvide COM Cortent Author sdmirasirative logon detads:

Usermame: S Passveord:

0 Importing repasiorny

g&tmpulr.g global ohiscts

B Impouting useiz. .

0 Impeoitine groups:..

i Imparting review groups

AB Impotling resowrces mio Resouce Server.,

| A0 Impcutineg pesview applcations..

The Import tool should be launched from any account where an Admin client is installed. You will be
required to provide details as to the location of the export file together with your Content Author logon

details.
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Copyright

Copyright © 1993, 2021 Precisely. All rights reserved

This publication and the software described in it is supplied under license and may only be used or
copied in accordance with the terms of such license. The information in this publication is provided
for information only, is subject to change without notice, and should not be construed as a commitment
by Precisely. To the fullest extent permitted by applicable laws Precisely excludes all warranties,
representations and undertakings (express or implied) in relation to this publication and assumes
no liability or responsibility for any errors or inaccuracies that may appear in this publication and shall
not be liable for loss or damage of any kind arising from its use.

Except as permitted by such license, reproduction of any part of this publication by mechanical,
electronic, recording means or otherwise, including fax transmission, without the express permission
of Precisely is prohibited to the fullest extent permitted by applicable laws.

Nothing in this notice shall limit or exclude Precisely liability in respect of fraud or for death or personal
injury arising from its negligence. Statutory rights of the user, if any, are unaffected.

*TALO Hyphenators and Spellers are used. Developed by TALO B.V., Bussum, Netherlands Copyright
© 1998 *TALO B.V., Bussum, NL *TALO is a registered trademark ®

Encryption algorithms licensed from Unisys Corp. under U.S. Patent No. 4,558,302 and foreign
counterparts.

Security algorithms Copyright © 1991-1992 RSA Data Security Inc
Datamatrix and PDF417 encoding, fonts and derivations - Copyright © DL Technology Ltd 1992-2010
Barcode fonts Copyright © 1997 Terrapin Solutions Ltd. with NRB Systems Ltd.

This product includes software developed by the Apache Software Foundation
(http://www.apache.org/).

Artifex and the Ghostscript logo are registered trademarks and the Artifex logo and Ghostscript are
trademarks of Artifex Software, Inc.

This product contains the Regex++ library Copyright © 1998-2000 Dr. John Maddock
PostScript is a trademark of Adobe Systems Incorporated.

PCL is a trademark of Hewlett Packard Company.

Copyright (c) 2000 - 2015 The Legion of the Bouncy Castle Inc. (http://www.bouncycastle.org)
PStilldll (c) Dipl.-Ing. Frank Siegert, 2005-2018

PStill is a trademarked term, registered with the German patent and trademark office

This product contains RestSharp, version number 105.2.3, which is licensed under the Apache
License, version number 2.0. The license can be downloaded from
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http://www.apache.org/licenses/LICENSE-2.0. The source code for this software is available from
http://restsharp.org.

This product contains Json.NET, version number 9.0.1, which is licensed under the MIT License.
The license can be downloaded from

http:// github.com/JamesNK/Newtonsoft.Json/blob/master/LICENSE.md. The source code for this
software is available from http://www.newtonsoft.com/json.

ICU License - ICU 1.8.1 and later Copyright (c) 1995-2006 International Business Machines
Corporation and others All rights reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, and/or sell copies of the
Software, and to permit persons to whom the Software is furnished to do so, provided that the above
copyright notice(s) and this permission notice appear in all copies of the Software and that both the
above copyright notice(s) and this permission notice appear in supporting documentation.

This product contains Elasticsearch, which is licensed under the Apache license, version number
2.0. The license can be downloaded from http://www.apache.org/licenses/. The source code for
this software is available from https://github.com/elastic/elasticsearch.

This product contains Elasticsearch.Net, which is licensed under the Apache license, version number
2.0. The license can be downloaded from http://apache.org/licenses/. The source code for this
software is available from https://github.com/elastic/elasticsearch-net.

This product contains NEST, which is licensed under the Apache license, version number 2.0. The
license can be downloaded from http://apache.org/licenses/. The source code for this software is
available from https://github.com/elastic/elasticsearch-net.

This product contains Antlrdcs Runtime, which is licensed under the BSD-3-Clause. The license can
be downloaded from
https://Iraw.githubusercontent.com/tunnelvisionlabs/antir4cs/master/LICENSE.txt. The source
code for this software is available from http://www.antlr.org.

This product contains Log4net. The license for log4net can be downloaded from
https://lwww.apache.orgl/licenses/LICENSE-2.0. The source code for this software is available
from https://llogging.apache.org/log4net/download_log4net.cgi .

Otherwise all product names are trademarks or registered trademarks of their respective holders.
Support

Click here for full EngageOne Compose documentation and access to your peers and subject matter
experts on the Knowledge community.
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